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NN RinESERBTHERAEIRINS (SAE) BREK
PEWE—LO (T2F) 25 (2B5) BEF—E8UH,
XAET, £PERIFEP, ORE2RENERHN" BRNEHR
WS BEYRMEGELE TN, MEEXESAERESD, LOE
L2BE 5 S ¥R ENOEDR (BRF1SHRN AR RRES) £E0H
BRRTM., PEBRITEEIRPBEBENNESRREZEEDEN
MNXMIRERBOZEX, RItz/h, EF (2020F8 MR ER
BEXTEER) (EREBEMNFUTERRZIRER (FRERE
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B) ) (BEREEM~UIRERREZRER (SEMEKARE)
(2023hR) » , IR (ABIERESFENBERRAER) FX
HREEHE,

EFEBIPELE, 2023F98148, RETHELRH T (A
ITREREFENSREAER) , HNIENSENERZLEBA
B, TRENKEEEFRIRAKR, F—TRMENERNA
FRAARE TRIRERIRIVRERARIEIR, 2024F18158, T
MERLE. ARE. BARIRE. EEMMZEZKE. BIEH
BERMT (KTHREEMEAE"EB=—HM UL AHRTIEN
B RBEDMBEEEMRERR, RRETE. B. M.
=, BESERMENENERRASHRNA, MRS EMESE
BRI R E,

EEHBRSERKRIOEKER®@, 2023F118178, TIA
ERAKESARE. EEMMTZRE., RBEEHIPLMT (&
REMECSEEAN EIBTR RLIEER (a17) ) , EPRHRE
B, "AREAEHNIEREERIERENRIRT, NERLE
BITMEIN SN ERBESHRERFRRURSEAMBTABATA
ETHNRBEHRERE, "HRET "EWMEEN SR RREINGE)
ERETREEBRESHWENASHLT., UrrRks, BREA
SAEREEERICEEA T UGS, FENED, BR (PEAR
HAOEEBRRBREE) FLTAFNAEHRESHIZANBER
£. "By, SHHEFERRENBRIEBHUW R R, 40
20228 R E CRIEFHEXERMECIEEERM) AE, 7
REBNRE ., ~eENANE DERTRNERMEAE, NIRR
BXAERFREURE, 2024F12H308, (HXHEREMENS
ERERERL) B@ T SENBESEREA. EEANIRRE
KBEIMNERFRNNERBSHERFREANBWRE, ERE
MBS ENSHH AN (B) 8z, HERESE. BBk
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BEERSREENN, FNIRRERGINERFEREAZER
[, "Ba0, 2024F12R 318 MH (ILRHEMNBRRERL)
hEN+RE—FNE, "FREBUN. XeuH. EENAR
B NIRBERNATEXRNE, BWINDERBIHRER
HREE, A ARERUREMITERE, "
ERFEHERRARIFLE, 2021F10818, BERMEDLL
Al (AFEHEzEEESTAE (d417) ) (LATER" (M
E) ") ERNSEHE, (ME) WEERPSETIVXERANBEERE
BEHETTAE, BERERANRBERTI., 28K, g%
A" SN KIS HRBIZEECED AERNEZETERIRET LA
REEZHFEEREHSEXEKR, SHUREKBRETRETLEN
HHEReREERREE, 202178308, ITEHEAHN (T
WHIERUEXTINE S MBS EEFEU KRR EANEERNR
B o, EYEERBAEEFEVRRENEENERRES
EETEEME, HP, AFEINESLZLEERREM. RMEH
BENEX, BXREWVETRES[REHNFEREEEFENRIITERN
BREEFIE, W, BoERE. TIARE, FII0 (ER%
ERRN AEHFELEZEER) (GB/T 41871—2022) . (ER
ZERR AEREHFELIEZEER) (TC260-001). (ZFEXMI(E
BIRS BELEKARERX) (YD/T3751-2020) . (EEKMER
RS AP TAGRIRIFEX) (YD/T3746-2020) AL TXTFAR
BAXRAAEHENEXZEER, BE—ENSENE, EEESL
frivES, BXIISEREZR (BREERA RELELERZS
BX) FHRT, WHBEREXHED, (PE (ER) BEHEZEE
XEFHRERFRE (REFR) (2024h) ) B"ATHEE
RS REMEOAE B SRR GEE " VAEELHE. (FE (X
2) BEHRSHBRHBELHREESSE (REEE) (20245R) )
SRR RRESHURXEOMEME, FEWRR, LIKRI0T A
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FERAFEEEEXHR D AGRNEE, WEEREBTIRE
PRRNEFEEX, BRELRN. BERULREBIXSEEH
REXEHMEBER. ARRE. EWRELFELUROTARIES "7
FEEIHELRZETEREIE,

EENBREVNETE, BHE2016F283H, RERNGHIE
SREARM (XTNEENSEHEEFN NS NAEENE
), PHEEDERMERTSMETFEE, TEEEXEROS
&8, Z2/5, BARIREF202268825BKM T (KT RHE
REMECSERBREFNAMEERREEM) , SRAH T ERE
MECREBRXNAFHOEN, FEBHE TSRS DR
& FE. ERNLEERTNERNHEENOVEEREK,
IiRiE2eE, BRARIRIBT2024F7H268 M (BARREXT
IEEEEMBEAEEXNVSHESRL2EENEM) (LITEIR
"(24FEMLBRM) ") | H—PTEEREMEBIIEE XN S ENL
EXN"ERMEGIELET. RSNNHERED NERKERE
BiRfE =B8R, IRE (RN ESHRERINEE) | R
ZREBEMHERSHEEREE (SEBBINE) BITRE. 7
g, ERNLENTA", E—FBRE T E SRR SR RRA
HEERANIRZEUREBDINEDRE TS E R IEE
R, FR, (4FNz@m) EHE—SHHEMME. SRENS
RiE . SHEELE. BESRMEHETSMEFIHE, FHE
BXBERNBMLE, FEIR, U7 UIIBRBENGISER
fe (RERE) (2024FhR) ) KRB SMBFHERHIZI NI
REMB, MREVWAFEERSS, I, (24FNREM) EH
ETHESHLEERURMEEZER, FiHE—FRE TG
REEHRENELHFEHRZ2IHMEE ., REREEBHORES,
SH BN EHEREVEHEET TIRR, LLI02022F LEHE
(EEsmEEMEKAErsRENEERNRME) PHUESMES
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SMEFHEFIEVSERNEN, REURRDARENSME
EREE.

EENEREMNRENESE, 2021F3824BPEARED
p (EBREZEE (BITENE) ) . RRETHYENER
TV, —REXEAEHNERINENAEFREBNIK AR DE

. I ANIR G, RSIENTRESHE, FRAEEEEHNN
B, X, BL#s, _RRHTEENERSKLENE, k&
Eﬂﬁ’\Lﬁéﬁ/iﬁj}j%stLEEﬁE’J MECERESEA. B
ERZFALRMUNTE, ARBREXER. ZRBEREBER
£, MREEOKEERMERE., RE2021F4H 298 EREN
B (ERREREE) BERERRALRMETEI, EXRZE
R T HELEERNENERANEZRBENATHER., 5—
HE, MO HERRRRNENENBERILHFEIIANE, U
CRYIZ T XERMECSESERA) ERPH T EEMEE
RESHEINEN D, ZROFET=ZFAE, "E5RANERE
MECREAERBEHEHRE, BT ZEEMKRE—TRME
B, BERAEERERE. 2B ESROEENEIEETS
BABBLERBESHISHIRE, BT ZEEMNKSE—TRE
B, BEWAEA. EBARKERESRE, "EXTEDERAER
BEHRTAEL, ERTEERERN, (ERHEHNBRARE
ZP) B=T—FF_FXNE, "BENBPIELKERBSY,
AREZEZR, FEREHEARNIRBAERBRLENZ2L
B, AAERSARNXZEEE]; RBFEEMEM
Mreimk, SEANSIRMELSNE, IBTHELE,
BRgHMMERB MU IRANRBSHER TSEANNELE
Bz,

BES—REZE, 202288818, (RYILFFXEEMESE
B EXNSEHE, ZRABERTRYIZF S XKEERSEMEX
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RENEBVRANENA, EANEL, FRSESEXED,
HEXBPRACE MBS ELZICEEICIER. SEFTEIIE
B, JERKERBTE (B2, TERANTEZENEREREMEX
BERBEETNAR m%ﬁéﬁgﬂ“ﬂlthEE’JEﬁ BERITHE) .
BRE, RYIFGEANTERENBEAEEMNZE, RAPEE—
PNEXHET AS WA E FBITRIN,

SRR, PENENERBEERRELTISEENE, B
BIDEHE L, PESERERRE T —BHTE, NBHBERE
AlPE, AEHERBERRPERE BHSEEHRNRIINE
HEHRAERMRERNRE ., BB 5E§E':F'EEIE—
MBEHZEWHNKNEER, ACWHBEFPESSNEYISLNADIBE
E’\Jllﬂ&kﬁ-‘kﬂﬂﬁﬁﬁ’\ﬁaglﬂﬁ%’&fi%o

SECTION 003

BRBFEE B NS R EE MR ER

1.BR 8
20MENB, BRERH (Horizon 2020) &BE, ZEKEIEHE
EHERENESEN A, 2014F, MNEBCRAREEIERR
(ERTRAC) R ERAE, ARHIEENSWAEFRLE, 20165F
58, BIRKE (BERIELE (2015%FhR) ) &, HEHSAE
RIS LAERIRE, FUUEI2030F £RB B WS FNH AR
74400558, 201758, RBELRMH (BhBRKABLE (2017
FhR) ), RESAIANE2020. 2023F02025F LIS, L4F0LS
BaiER, 2019%F38, REEHLH T (WHKENERRAREE
B (2019%FR) ) , #XTABAZE (Passenger Cars) . B &
(Freight Vehicles) . #mt47ZE (Urban Mobility Vehicles) =
MERFEAIBERSRABEE, HPHLRBE, &E. W
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4. BEEIESHR
EEpL, (B
B ES
WE) , 2021
¥£3H,

5. (<HEthaNiER
RBAY>RE
{EIE BahEHE
RIKMEENIEEE
RZA) , Mt:
https://news.
un.org/zh/sto-
ry/2016/03/25
4182

MHITESRITEL2020F, 20205F, 2022FE6LML 3K B
¥, 420225 2H, ERTRACHE (WEXEsBWRAIEEE (2019F
RR) ) B9EGSE £, &R (MEX. IMEFRIBmHHITEEE) . 'Y
20305FH¥%, BRETESRABIER (Highway and Corridors) .
PRI X (Confined Areas) . W KIBERIE (Urban mixed traf-
fic) A2 &K (Rural Roads) XPOPERLEL,

2018558, MBAZERERH T (BEBLETZE: KA
ARREITEREE) |, MRIE2030F =2 ERENEY, PGSR
BORSERRIEARRKARMOIFHNESRES, EZEBHE L,
2019FF48, MBAET (BhSREWANIEBREFERM) |

EMBERXELIMNLALRIEHNERSAE, SEMBSKREXNTE
B EHNIGN T2 TEER,
20165128, MENEZSEELZ214E (LATER'ENISA")

Ko7 (BREAENBZE25ENN—NFLESHE) . X
MRS, ENISATUR TAENELRERIRENGR, FEdH

BHT NI, 2019F11A, ENISARH T (BeREREHM
FELE) WEXNLEBETTH-SABL, BICREEFEE @
HEROBHEERMRZ 2RI, BIHNEREEDNEES
B L AN ERNZ 2,

REAKKEE, RALIFMEMIZL T AD BB LN A
MRS R, EEERER, RBENIDEHBREIEXNEIE,
HZE2016F3H23H, (4tMERZBAY) FIENERT IR
KBEER, ZEERBRSERMNEFERS (LLTER"UN-
ECE") B, EENENSRRANGENHTEE, MZEBIER
t, UNECEXZBIERBVFESSFEIT 745, #BTHE5bisk, B
WEARAIE, "ER2HEORECEEWNERERS, NESRRITLIE
BXMZEARNBRT, BERERNRRRLEENEREATLL
BAFNAIRBEZEID", BT (FEREBRBEAN) 104
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NEERLSTRARRE, BIMUE, BE2016FEBERE
M, MBAEXNWT 7 ENBEREAREREEH PR SEMEMLL,
FESHBAECHEIERS T B SR AT HNEHOFRME,
REGEHFBEMHERZENBEREIINE, B2018FEMEY
(R 2EEREIREARIPFEA) (UTEIR'GDPR") X THMERNBE
BRAETREEEYIRS, BBRAENKESRBRR] N
TR B GDPREYERIFAESRRBIM S, GDPRAMRIEEEEMR
EER, EENBRARAEHFEAEMENSEORET, GCOPRME
N REZeEHNSBERENSERTENBERNHR, 5—7
|, 2024F8A1BERBLERENERY (ATERER) B
BRBRAENFEEEEXN, W (ATEEER) ZBXENK
ATERRFNARAKR LATENIERAGZE G AHANSEH,
J’LB@AI%‘ﬁﬁ%\éﬁﬁ’\]wﬁﬂﬁ?iﬁﬂ%%ﬁ?ﬁﬂ’ﬁﬁ-ﬁﬂﬁ]?E’\Jlaﬂﬂf
, BRI T EHNBSRAENKREER, (ALHEER) X
((Eiﬂﬁ’*”‘ﬁ%t/ﬁl: SRAREM) T (ERREEM) BETEIKME

1], BRRAZRRAEARREITUIDENTEEXRAIRGEZ KRN
2. RE

KWREH, RiEERTcENHFEMMRES (BMVI, HEE
BARERBYFESREE, LUTER'BMDV") TRERERR
H3TT (EHAMBRERIBECEEN) (UTEHR" (LB
Wy "), XELREMHNEDNEROLCEER., (CEEN) %5
tEIE, BERAEFTERALR2ETUR2NINLE
ZLt, FNFME, RIEBHNSRAGEKEEESRIHTEM
ETMARE (WFLL. B3, SEMBHRE) FNEREmE,
HEEXMEERROBERT, BSRAERAREBERTXE=
B, (CEEN) NENSRRGEFHRLERAAESAE

6.Ethical rules
for automated
and connected
vehicular
traffic,7,"In
hazardous
situations
that prove to
be unavoid-
able, despite
alltechnologi-
cal precau-
tions being
taken,the
protection of
human life
enjoys top
priority in a
balancing of
legallyprotect-
ed interests.”
7.EEHZES6,

FghiR,
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8.5tVG,1a "The
operation of a
motor vehicle
by means of a
highly or fully
automated
driving
function is
permissible
provided the
function is
used for its
intended
purpose.”

9. BARPIFR
5. EERNXH
ERAR—1E
Z, FEHEXSE
—RERRNE
BIERERZER
MERE, M
MR E MR
BIRAR, BERAE
ERFRARH
HENER, B
REEEE AR
FIRARNKE,
10.Entwurf
eines
Gesetzes zur
Anderung des
StraRenverke
hrsgesetzes
und des
Pflichtver-si-
cherungs-
gesetzes -
Gesetz zum
autonomen
Fahren, p1.

HORENESRETER, BABNBSHAREETEVERE PN
BEHEEEENRE TERARE,

2017568, @BEMAT (BERBEE (B/UREBITR) ),
ZETREXME T "N ERN S EN L BB INEEETIS
MENTREAFN, BEEX " BEXT2EMENIDER"D
NEEIE, MEBPARE. BHSHNOBEEAEURERIRS
WHIE, XEERMASIKE S E@ERFNH B2 X3
ROSEEE,

202128, EEBIBNAS 7 (XTFEI<EBBE>S
<SEBFEIRE>HER—BBWE) . AFHRETHNENEE
EFTARMBRR BB REAEHE TR SIRAEAEKIBENLEE
1EZR, RAXEEITREEIRA (BHBIE) .

é?gm SWMBCSEEREURSIRVENRBEL, A
HENERREAEEENEMIASE—SNE, BEIBAAANRL

18— IRAR E A AR HI LUBANIM BREEX Bsh B IR A IR B R
R, AXKARERBEEEEMANBGANEZERFER,;, ANNERR
FENBEBERE, NEERARE. EXEEHTEMN ERE
BE=E, BEBILEN SARPIL RN,

201F7A28HRE AR BEN, XEKEERBEZEMEX
IGEHEBZE, XE (BHBRE) BRAZEEREERENN
SE B S B R RIS M A A% AR, IXEBERNER EMAR
SERERATURBHEREFREEEQALER FHEEXEN
T,

(REBIBEMA (BaiBiE) NEERRET HESHKO
BHMEBEERAFNNSLEBL, BFRESEEREEEHX
BHBEREANEIILE, ATHREDSERANFIREMNE.
HEFTRENERE, HREAREBEEESSEIXTURARINAE G
X, BURIAA, RFREUE—$MISAEERN B5hZ PR AT
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HIBHE2017F, EEMERRT TEXBNBRA (EBR
BiE (B/\REITR) ), EEECLISANENSRERENE
g, ERBFLARA L (BEXERT2ENSY) NER LK
BOEEERM, o, RE (BBREE (B/UREBITR) ) Xt
FEHBR R RORETERFIFNSZHT T XS, BLIRA
NERERSEHEETEEEBNBRIATEY, mMELF—/
AVBEREIORS, XBEBEHAEN, IMRENAELEF
BERME, REURE—FIIMBSBHEENDNESEASRE, Bt
(EBEE (F/\XREBITR) ) REFRFEMBIER. ER
EEFENBRFANEHRALR, T2ENERNSEENSY
RARTLMERBEHEIFIE. BENESHR, BEBEEERSE
WME, BNBERAELRCECARKEME, FHILEKBEATIA
A, MEEREMEOERM £, REFE—FHI0E, WFRENE
&%, TUER EBEENSE, EHTHACNEN, EFEEE
AXERETRNEMEBTERMS ARG,
oiif, (BmBEIE) NHE, STFREREBERS. B
FUHER, 1EREE W N UARBAS VI AFRSEHMEA
Mt sFHHEEEER X,
XE (BBERE) RFLARFINBNERAFEERTERS
T, TEAHER FAREXERTE, BRikttiinsE 1
MERE;
BANEE (REEBLTEOARE) ;
Hub2Hubizf (WERFRDEZEFL) ;
FBIENRETEEX,
E—RE—RAENART/HEYNIEH;
"WEXER" (WEIRBBE) .
EXEGRD, BRBRAFREREBEREENREXER
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NETFTRLHR
it (Security by
design) "
BERAZNIGIT
ERgas8TER
REMWA, X
HERRARKR
WEEEERRR
REMERZITH
BOER,

R SERERES, HEMIIEFHNEERBBAN, o,
BNERAREREERCQESHBNERR, ZERNS:
EERREIRDRE;
ENARSENENRELTERNERT, KE5EZEESE
EHRNEEY, B, RIPAZREGRENARSMNERE;
SAREDFRETATMERIKKE, REEFTDNARHER
EEE—SHINE,

o, (BaBEE) EFCIMHBME T "RAKESE"
E—RARUENMB/IARRBEREEEENSHER, NMEEIE
RTREBLOENSEREMAHEERES. TEXHNENERRRN
BEEXFEENERER, NEREAKEHNE, BiBERAEEN
MASREEFRENTURNSHREARNBEENURIEMTH#
?SE7K””J‘HW{EE%;EHﬂ"f*/RE’\JéﬂEE’\Jﬁbjj, DERAREE T RE

GHERSIRENEHRIELR.

(BmEIE) B2 /238 7 " NG &/IVME " NS, ZXRB5)
BRRFAETABERTHEERETNER/NERTS, XLETTEE
MEFEEZNENERNEETHNRELERN,. ERAEERE
FBEMEEINEN, FHENEEZEEMNURNE/ TLBES
e, "X &IV I IH B AFERRIR IR EH N B IRE
EREAAZENERRLNEIBEAIENERRANIGIHEH
th, Elt, X—ERXIPR LW TENISAZE20165F12B 20 (8
BRAEMBLLE5ENI—NFXIESEE) F02019F118 (&
BEARELZ2NNFIR) PiRENEMBERANSE ETFREN
®I" (Security by design) "BIEREF AR R0
R, BESHNERFENSHESENEGEE, NMREE
BMZEMEN,
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POLICIES @ ORGANISATIONAL PRACTIES "‘
+ Security by design " - Relationships with suppliers
+ Privacy by design + Training and awareness
* Asset management » Security management
* Risk and threat management * Incident management
GOOD TECHNICAL PRACTICES U
PRACTICES + Detection - Self-protection and Cyber
* Protection of networks  Resilience
and protocols + (Semi-)autonomous
* Software security systems self protection
* Cloud security and cyber resilience
 Cryptography « Continuity of operations
* Access control

Cyber security and Resilience of
Smart Cars Good practices and recommendations™
KIR: ENISA (BRESERENMBXE) , 20165F12A

EREAE, (BEmZEE) AEENBRRENIEALR ‘ﬁ;::';;éz
BEL—MRER, TRAARRBEAR, RIFZE, WREHME s 2.
¥ERESTHEERT ZZRR, ERBEEARTUERERR
XTE%IETTH%(, R, SR UEFERREEARRNETHA
REETIRENRRMENSHRENER, XHE—K, FTRKRE
RUESHIGRE., Bt (BEHBERE) EXENBRAENRE
ABLHERE, ARAREEATEN LABRMEIGIIERIR
TEABRE.

THKEE, BE (BmBRE) ENRNRENBEREXNE
H—KRESEIH, NXEERPHENTUBRNFS I TERELE
REGREYIRIEL, fIa0: EXEMBRARGMERPALESR AR
SMMEND, MRRTEEBRFT20177EL6H (BFMEER
RBCIEEN) HEX, ERALEXRENERRAORENHE
BXS S /MEBY R B 2 BR 7 FEEI XS TR R B 515 B EEREIIAY,

all
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ERK, BEEDNBRRANIFEESE—FTLKE, BHERD
BXRMEE—TBU, BERAREENRF, BZARFEHNE
¥EENESRESENAR., BMNERAENEEREARENR

Bt BEURGHREMERBEHENSREENFRES L.

ERE (BaERE) Nafm, BERBEFELEINE
— MU (BHHBWE) ARONEERR, ERENBERTEIHK
MEKN, NEESXESRFCHAENS., ETEEEENS
BRARMR., FRAOFESENED, BIDAAERK, B8RS
WM, REMREEATES R, ENZELENE, RE
REN (BmsiE) STENSRNEENEREANEREER
HIERZEALEEZA—SAENIGN BB RMES R, BIXEE
RENERM T LMRAERR BIDENEAR, BHIEBHA—LLIH
MR E TSR AEHIR R REOIOEHRE, ERBALENL
EHBZE, BMDVET2023F RZEHEEBITRERNER R
R, FAERZEITROLEN BNESRTIVARNZBURES
GDPREVFRBM., 1FA (BHMBEWIE) WEEZEM, 202262H23

B, REXBERFELT (XTEEENBERINENNINERE
BIFLIRBITEBREZMNMAE) , ZAENEHNBRRENL
. BESABEXMURRARERHEIT TR, AXNHMFEHSFS
BX5E, BERERIPSHERITITRE.

SECTION 004

REBHNEREEMRRER

2015828, REEWISAM T (EABRAENRBZE:
NEMBREAXNEAOFHEE) . BF7H, SHIHLHEHN (£
ABWARERER: MlRENE) SEAEENUHAREAL
B LN BB WA ERAIE SRS, 2017F6 (B
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MEMBRAEMELZEETERN) WAE T MM B NS RER
BB LREEFTEER/NOEN, TENSWAENETSE, %
(FU) By TRENNEREFIPRE, EFEERTNERZE
WHANRRESERIE.

20174 (RERARIMZNE (BER) ) AETERENSYE

AERESURNOREDEDBURZMREACHER, =M
T, REATDRKREENEREASRNSRPREEH#TME, B
RNBHZHAEFEBORARBRAE EERN D ARERE S E
B, REATTUAMSEFISHRAEEHRTER, Z (ER) T
2017 2B 22HHEEREIPRE, FERSLH LM, B
BHF2017F87KE, RENSRAIBE, (EX) wEmMHRL
(Lapsed) . (ER) PXTEDSRREROASHEERESHE
(2018F B S HBHAEER) , MALERNILE, 2018F (BHS
BElREER) (LUFER"AEVA") MEHEBERE=TREE
HEEZEEHNBERAE, FAEVALGZHT, NaIEREBRTEA
KERRENSHHERT, WE=ZAREEAS, UFFRKHE
T, MAEVAR L &R RIS BB BHA RS R RBREISERIR
T REIENERSTHRERIR, BEMEEHNEERSTRE
SWHRRIE, WTAXSREGNENERSFHSENZHEE
RENAEHREFTEID,

202154 A28, ZEREHEMX (BRERABEM) HEN
RWEAAREEE, EEA2021FRZBIATFLIRENBRSER
EEEE LTREHTER, BRI, KEBALKSKAISE,
EREEEME, BRAIEREEENESRENNRRET, &
HEXCAAEVAIR B B eiRE", Bl (BEAEEMN) i
—M&ET, UBRENUKANZEER, ZETEE"RTER
REEFINENGENERAF" S"HRERIAEERTEREE
AR FrABRERR "2 BEGSFE, WREKRAH T SRANFIE
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AE: SEHNBRAELTENBSRENN, BRIAXIRERE
RE. BRRMARREEHENRAREEA QTN ERENERIN
BE, IOh, WREWPRUEXRBRRAERRTHREATLSY,
BMEEWMETEMNBEIRE, SRR BOAFRSLETEBEHER
HVE L, SRERNBHREVRLETESTRICRS, FAERBE
IRk, AEHERE, REBNFT20225482084M 7 X5
RIROSESHNBMNEN, FE2022F4825BRANSRRTXT
(BEAEEM) ZLL9RA -,

ES—RORRESNBWAENRRSE, RENRRRI
EENERZEENREERRMZ, REBEIIDARANEHNSLR
AERRERNE, EEERENENTEAHESRRFEN,
REEHREREEE, NENRERRERUBRRAPL, EE
1988FEIThR (ERSRIEE) F2018F MY (B 5 EFSEE
=) (LUTEIR"AEVA") | EESHXLIRABENERE, 2FTA
BREERERERVER, MARHXHIEBHN”REEER. &
4, REFTLAMLRRSTHERNFEZHEREIER, PIAER
SHPEREREREN, BERIEMLOAREBIEAREERE
M=,

2023F 1A, RELMGRRE (BESBRAEER) , 2024
F58218, (BmsRAEER) (UTHEKR'AV") EXNRKEE
=HE, BETEAR, BFRkE, RERNERR, EEHNBRAE
OJESEMFRAERE LBITE, (BmsRAFEER) G711
o, MEMEN, RNFY, RARKESHRHBTTRE., H
h BRAEEHNHNEREREBIR, BHR (BHHBRAREE
®) OBROABZ—, AITEREERYEDNERAFENEEDT
Z, EEREELE TENBRAERENEE—H, BEMS,
BHBERAEREANERTERHINOBELT, £EH5ROT
B, —RBEBNZEBIREZEFHNDIA, BIREAF (UIC) X




28 NAVIGATING
LEGAL FRONTIERS:

A COMPREHENSIVE RISK REPORT ON
INTELLIGENT VEHICLES

REDSFARENTEAN (BFUESTNRBEINER, BR
BFEVICHIRTER) MIENSHOMERE, MEBENSHE
E4 (ASDE) |, LHWIBEmHESWAEHERNALKEEE, B
WARERALTANERTEEFNNELT, BRTTEREZER
NMEREZBFEEE (NUICIZESE) REERTRRPLMFARER
B (flihE) BRE, BR, SUICITREZXEM, ENUICEEE
RNEEENEDNBRSERGN, REHNERSENTRAMSI
EHSEHRIOMNERIERLBHASDERIE,

SECTION 005

XEBHNEREEMRER

BREH, XERBz@ (DOT) B AKEEEHREBL
BREER, N20T6FEXRAM (KFMEMNBEREER: NREBLE
Zx) (AV10) F2020F k% (BEREEEENERKASED
Qi BEBRER) (AV40) ®, NESREATEEENE
i, ERNARMETRE, Wi, H2020F118, XEZMS
AFRKEEM T (BRBRAEILERN) , ZRRNLEIER
£, A, TEEMNOFLENE, EEFRKBIENNESEESE L
RME; BFE12B, EE"RELIFEKRA" &M T —INE4FH1TE
T, RETHESEKBEER, HEXEENEWAREFONHAETE
INFESNER
2021518, DOTRM T (BEMERAERTIL) , 2AV
A0MY R, E—F PR TEEENEWAENLRLE, ZItHE
XTEIREHNERRZR/EN=1"Btx, SFRHIMEAZERE,
RACKRERE (E2REREFTRIERIT. NENREFHIBHN
APENEERS, AAANZEMNERNTIR, LGB
BRAGHNREMRE) | URATHRGMES, ZIHHREER

13.2016%F, =
BEXEDLEH
(EXFEHBY
B IEERE
2L E)
(AV1.0) , K&
BE2017410
2018F %X
wT (BHBR
£42.0: ®2
BE) (AV
2.0) W& (XA
3R IE B R MO
&: BRBYE
#3.0) (AV
3.0) , #2020
F1A8AX L
T (BREEE
BHERRARA
IR S :
BEHNBEER)
(AV 4.0),




[OTERL

> HBR S5 A MK \ CHAPTER 01 \ 29

14.2@E, &
REZFAIA
EFSDEXTE
WEERNRE
h, FEE@A
TR OER
FH, BENSE
SHtERE,

BERAFANR2MTR, SFRLRE. NELZE2. PARRK
SHEHLEHES, BNNENERRANNALIHETEN, &
fERobotaxi. TAMRE. TABELTE, SREIHHRAEENX B
HERNRRTOREYE, FEIREEENE, HEANAHES
KRBEURENSIEXRURREN SR EARREAE G S E
15, METEERARCFSRER2M, 2023F38, XEENES

BRWARKROKMEERER) , EABSEIIEUFARENERS
EHNZ=MENHUNER, FRMEERBERIBEFENIAZ
FENBRIBES,

MEEREE, 2022F3AD0T TENEEER L ABRBERSE
BEF (NHTSA) &7 (EABRRIRIFPZEIRE) , BED
BB REIRIPEEAERAN, BXIMTH (KBHHER IR
) BMEITRIANR ., RREEREHNBEREWLAMRIRES A
KEREGEWMRASKENRF, BNBHREENBERAIERBRH
ERSEANHEE. FIHE0H]BEREFHEHIRERHEE
hHkRRL2RIPIE, HT2022F9F 26 BIENER,

2016F58, AXEHZEANSRAB LREEFBEY
RBHETHW, 2024F48, —WEAETEEHZEE(Full Self
Driving) &RV BV iIModel SE E—RERE, BUEREREFS
BBT, “tlE, BTERL2AENEREAZNERZHER, F
WERHESZ, BERRESFHUEILT ARNENEREARALE
M2 REMITIE, 2021F 6B €, NHTSARM T (2021-014%
EEMGS BENERERS (ADS) ML2EHINERRS (ADAS) B
FWRS) | X—mSERERL2FMHINBRRE, L3~ L5RED
BRRFNBE] | WHREBNCERRSKESWNE L
PN INE )

2024F128208, XEERLABRBEZEEER (NHTSA)




30 ‘ NAVIGATING A COMPREHENSIVE RISK REPORT ON
LEGAL FRONTIERS: INTELLIGENT VEHICLES

RE—IENENSESEN"BEREERIHESREER", Hit
F'ENBERERRZE. BHEMGEIE)" (CUTER AV STEP) |
EENZSENREADSHAEZY— 1M EREEMNRSER. AV
STEPREUEX ERSHEANEHERAZNERNRARTNE
HIRE, EENEEXRBEADERABRBLZEEEBRMSE
FADSHEWRIKIT, ARMIETEZEEXNERMEE.

5h, MM EREEEDSRHNERABRESMNERHRTH
AIMEE, 2018%F, NMIFEEBIMITEBUEMAIAZE (OAL) IETUHLHE
BHBREMNELER, AFREREEVRNENEWREHRT
Wik, WAT (MMBEZE) (LATEIR'CCR") F13RF1DEBET
B3 7FRA'BNBRAENNR"53.8"BENERNMBE " NENE
BRARNINEFAHHESBERERE TIFEBESNE, 2024
F8RH, MMNHEREERAM T BENBERREZTEENER,
ERUBUEXESBIZ10,001BNEHBEREFWHRIELES, X—
o RMER T EREZm, o, FAZEMN—
FERMFRIPIDEN " RBE", MIREEILME2018F MM T (oM
HEERME) (ITEIR'CCPA") . mEERTHE FIIME—
MERE., ENMNEEN. PREEBEEE N ALIENRI SRR
EFMAR: FRABIRTRABELETN, WL, &£, HED
AERBEAEDREYN, HFRAN—FULABIHEENAGRR
SH, PZERHNHE LRFHOEWE) L ZEHEORXE/SHIFA
AR, BITGE, HESHED AN, RABREFRMIRITNHETT
HEH THRAIME. RECCPAFIRFINEMBRNEIILE, B
A2 —EPI ERBEB B X B A B 5025 3 ol 56 H I BV EUE tH B 1)
BHEZER,

BHTFIDEFEEMN—%K, BENBREREEMNFL. Wik, &
BOMthSHEHIGE REORBES, TS WRALTHEFITE
HEONEEZEREE, 2017F, RERERSWURERT (AF

15.California
Consumer
Privacy Act,
1789.140-
Definitions
(c).




[OTERL

>Mﬁ%%53mﬁﬁ\cmwmnm \m

ZE2ERIER) , XIR'SPYER", MERBREMOHIERE
NHERERETRFER, BRI TRENTARBEREER
N, REZERAREEEIDAEFREATMER, BEXNTHIE
FILEATHATIE M T2 AR ERIRE M M 28 B Fh 1 F R EY
MREBEERX, BF, ZEANREL T (BfBRER) |
SEEEYEHBERNE. MENERTE, WERETERBIHE
ER, SINEDNERAENER, WEXZEMEETEIN, BX
MEFME, AFELREBMNBEWRELEFEMNEREFZNR, WK
BLRENYFERIFPAENEEENERIAHTHE ., BERE
B, SZERRRERSWREITRRIGANRIRED,

SECTION 006
HABHE R EERRER

REBARHAE2013F9BEBFA8AKETENTENERIER
WidiFa], BENBEAEREREBIIEXRIE, BRI20165F58,
EHREREHE, XATEBUR, BRAERTLAH (XTENBERES
AHEBRIEVRNER) , EPMETEHITENERALER
WA AEFENRBERESFW, SFEHIUENE, BRR, Wik
FWRSELTHIBER, flI0, NieRET (EBREEL) FHEX
EEEN, AEAAHEBNIX A, NEHAIRGMHTRS
Wi, AFREBURN, SRIVRLESRN L, BERKER

VHEBREBRMERRS, £ESFBRT, HITUENRE
DR AZZ, REMRRBE,;, WHERNLZEKTELRNES
B/, E2017%F98, BAZERTH T &M (XTiEEHNER
RELHLEBNHNERERFIRIENOLCERE) |, BHTHRE
EEEHEREBNHEXBERENITFIEX, MEAEHTE
EEMNERNEHEN, YREEI1RTEERRIERXBNE R EWE




32 ‘ NAVIGATING A COMPREHENSIVE RISK REPORT ON
LEGAL FRONTIERS: INTELLIGENT VEHICLES

THEAEE, BITSRRONSE, 2023F78, BAELRE
g (Bt (2B ), #BRURI2024FER, &
MABBREABHNRYEERMNERR MRS X ZEZ1002 21
BER, RMRERRYENSRETAEE, AEIREFENEMD
BRWRSNVIK, BfnEE2026FEUE, BeRQB LHL4RE
MBERRERAMSER., XTENEREENERZIR, 20245F
68, &Xrlarm (MFEnazBREESIHY) | BET
BHBRRSIFEBNEN. MNERFAS,
MAEFRARERSGHE, 2018598, BAELREEHEA KM
T (BiE®ARERERAER) , ARIETE (ODD) . AN
FE (HMI) | BFEIERKE. WELZEF 1A HE, BHETLIM
LAZRIHN B ERSERTHRENLZERAEK, RFECH, BAE
IRBEEERH (REAECHEETHRMEXATLABDERE
RS HNREMAERMEHER) , BE2020F LI REXERH
LAXABNERBHNRZ ZEMAAINE T NIKESEZHEE
Z. ZEREEHE. BRIPIMIFRS ROBXERER, ME
TTRPET, SHEEMKREHT. R XSAREXMEHZEH
B URERERERSEN B SFEBT THMIFEE,
I, AT IERE2020F LI R E XN R M B = 8 H
RSVBNBER. ARENFEBESFSEERZBRE"KE—LES
BEWIRS (L3, L4%A)) ", BARELRBEE2020F78, i
ETAXTRE—AEENERERRSIER, BIRAZEANTI
NEMTERE (7, EE. X5F) THERTRIEERE
TTRE, BREENERERNHRETARERZENESHE
17, FRAWEITHEL, EHUSEBNSRHBETLRGRNL
RN, REMFELEERS, 2024F68, BAELRES
MRSRERAMT (BMBRAEREREER) , EHEHHE—
EXRATARESRRFENLASR BESSRAENRERE, N



[OTERL

>HBRBSEMIS

CHAPTER 01 ‘ 33

AFFETCENARA RN E, UHRENSWIRERBET
&R,

FEEEE, ATRBIILIFAOENER, BAY (BB
RIEE) #EITTIELT, B2020F4B18BEXLE, 5, NEFEL4
FRINEHNER, BAREX (BEREE) #TTEIT, Bl
B (EBREREE) T2023F4B18RER, WRETH, L4545
B S¥REXASEEMNIET", ENETRELELISS B
B, FREEXKEAZRZERSNHITRETERZMENS,
(EBREX) NUABRMELETHNOEN, BEREEEWMIE
HEFREERANERANETER (BEEREDNBEER
B) . £ (EBREX) HEXT, REENBSRRENREER
EN IR RERTIERREFMCROEIEREE X ERBITRE.
XTESENBRERENAFNBERANISETHOER, RIF (&
BREE) WEXIE, EAREENSRRENERAFRAN, B
BANSERENSYREBTERZENSYRE, B, BF
BEfEREXENAFNERAGESRZAEN, THRETEILER
FNSTLRENAE.

B (BERREE) #TETHRN, BAEY (EBskhE
WR) #TTEIT, BENSERENANREREENREKEZ P,
BHh, BiE (EBCREWE) , BERKERE, BTAEH
BREMREAEMREN, BTRNERmETHBIRSNREN
feRkas, UKATRAEMNZERSKENERNITENEZERIEN
TEMRITRNIRE, BEERATRMNTEOARD, . AR
BIFRENNZ2HAENRE, BEREWIANZINENEIRSRYUER
ERIERKE., NTERGLARA B SWHFAEE, 2023F1/8ER
fE1TH (BERCRERE) EeET BNERKENRERE,




34 NAVIGATING A COMPREHENSIVE RISK REPORT ON
LEGAL FRONTIERS: INTELLIGENT VEHICLES

SECTION 007
B&

BEERARNEH, BERRABRNABEE, NNXED
BREAREATFROER, HAETEERERREREEERH
TYEREAVBET, —TERERERANARE, —HEBAE
I ERRARTEEE D RPNAT R ENCEDBERER B EEFT
AREMENBRL R, RESRENUNFRERES, $HHE
BB RANBRDEREZNESHE—SFBER, WHRNBR
RIFRE,

T8

aIA

AESSER

EBHAE

+86 21 6061 3736
dingheng@zhonglun.com




S 5 E A AT B S 4

l_

SEESLEGHIES) 2SS

EE: KER RTR FRF



36 ‘ NAVIGATING A COMPREHENSIVE RISK REPORT ON
LEGAL FRONTIERS: INTELLIGENT VEHICLES

HiBtiE2025F18148, XEESH~L5%Z2E (BIS)
G (RIEGRMNEGSHARRRSHME: WEKISE) (Securing
the Information and Communications Technology and Services Supply
Chain: Connected Vehicles) BIERZEMN' (LA TFEIR"RLEMN") |
BEENNEMESFRXEREBMBEERARARERS (ICTS) NF
ARG EEERREAMNEANR,

SECTION 001
HMUBESR. BRNRAELGE

MEPERKRFINE, EENXKTXNMNESESKERA
GENEENE, UHEPEEMGRATHNSKESHA, WEX
REFABNERNERIBRANZORARZ—, HEH, T
MBEAHNRZEEEEXRIERREBEAMILHE. FiETEUR
ZFEFN, RRERLHAN ETEE I LLEEXFF B MR A
AR TAGR, NMEFEEERZEHFRIPEELARRN,

EEEXMBRENEXRHEN T A THEGE:

201958158, HMERRIFIE RS 75138735 1THL "R
[EE BB EHARBRSENGE" (Securing the Information and
Communications Technology and Services Supply Chain) , 7= #R3K
W EABIENFRAE. 2. SEERHITMERNERR
I, Ak, SIEHHNBNERMBERARERS, BNEENER
ZE., IRFEFEE B TFIREBEAD .

2024F 3818, BISkf (REERMBEERARARRSHMN
P& MEEZEWR) (Securing the Information and Communications Tech-
nology and Services Supply Chain: Connected Vehicles) B0 R M F5
J5i@%0 (Advance notice of proposed rulemaking, ANPRM)
FIRE SIMENFEXNME I ERZMSHOA S ATEZL

1.https://pub-
lic-inspec-
tion.federal-
register.gov-
/2025-00592.
pdf




0

>HiBRZ5EMMIT | CHAPTEROL | 37

MBI H EEKRAREL

2024 9R238, BISkf (RIFERMBERARRRSH M
HE: WEXZEWR) (Securing the Information and Communications
Technology and Services Supply Chain: Connected Vehicles) BI#iY
#EBED (Notice of proposed rulemaking, NPRM) |, BZEIEE
BREMNEMZTZEEZR (country of concern) BIF LEid (58X
HRRMESEHOZER, FEEEHE,

202518148, BISKM&EZMN, ZAMNWETFEKFBLRIE
N ZHEOOREEN, HERREEEX MECSZERSIFN Y
IET(FE .,

SECTION 002
FEAT

1.EX

Automated Driving System (ADS), BB RHE SRS AW
BOSEBRERFENTENITERESOEGNRENDIR, Tie
HESXBRF—MFENEBTIRIHE, REANDEEXSNPRM
FREF—H,

Completed Connected Vehicle [CCV], MEESEREZETEH
—SEFRENTINERBINENMESSE, REANPEE X
5NPRM{RF—H,

Connected Vehicle (CV], REXSZE BBV NIKEIEZES],
FEAELHAE, ABNSRAE EFERAMBNIENSE, Z5%E
ST EEMBEHENAERGRE, JEIZRERERGS. BR
NBEEE. EEBGENHEMLEAMEERSEUEMMNENIRS
HITIEE., REANNRITEERGERESKELZ LETHNER,
UREEEIE4,536F7H10,000FNER, REMNERT




38 ‘ NAVIGATING A COMPREHENSIVE RISK REPORT ON
LEGAL FRONTIERS: INTELLIGENT VEHICLES

NPRMXCVEIENX, FENT XM SESERIRE,

Connected Vehicle Manufacturer (CVYM), MBS EHIEHE1E
MNELITNEHNNEEA (BEMAMNIE) @ (1) EEXEHIENA
EMBOSEEE, (2) #ORMBKAEBREFEZEHE, M/
(3) EMECSEREE FENADSHRUHEEZEHE ., REANE
B TNPRMMCVMBIEX, BNBE=F WM SEEFFEZ
FEWLEMEADSHZHFANLEETEE,

Covered Software (CS), ZERHEIEAIENAER (applica-
tion) . fEMH (middleware) FIRGH4 (system software)
ERN, FEIEFE (foreigninterest) NEFEHAMY, X
C At EREAEEINEMEERANEN B R RAINREN
MENELEETHT, SERGEAREERSG (frmware) , BA
BHEREENABHRERENTY, EETEEBNEREEE
#l, REBHREFSZEE. RBRHFEAEEFRIG, EA
HEBERAEBE2UOHER. 3. £/, X BBTIEFS/ K
(redistribution) 8, BRIFZFARREERELETERTEN, B
AREMAORSAEZ, SBRRHTRAEIE2026F3H178BZR1KI.
F&. ShEsRMHREFAYG (software subcomponents)
SEXURGFAAHE2026F3817BZEREEBIEXNF=
fl. HAENEBOITAETER . BRI DEMSNEN., REM
W{ELTNPRMMCSHEX, BRI THMASNNAER. b
EHNRERYE, EHTHRITRERGOELER THHER, #H
H—EHRT 2026F 3178 ZET®H, F&. &SRR
FHH,

Model year, FRFRZIERTEEREERNER, 5FRHT
IREFNERFEELX, EEFBEAGBIE241ME., KREANPHE
X S5NPRM{R$EF—H,

Vehicle Connectivity System [VCS), EREIERAZELRESW



0
i

>HBRBSEMIS

CHAPTER 01 ‘ 39

BOSEBEERN OB MA I, EEESIILA450I8H A L8951
REH, Bl B BEmEEneE, VCSAEEEIILI
DITAREHEE: (1) F8. BER BREGESEERES
(BIan, BOEEE. FX, WM. BET) ; (2) FH. BB
HgyLEBETBE, NmEENEmTTYERD (fin, &
PROERSS) ; (3) B, BERFIVLEBOHFFRRNES (4
0, 2KEMBERS (GNSS) . BET . AM/FMT#E) ;
(4) REFEEBVCSHEA, REMMERLTNPRMIVCSHIE
X, DAEHERR T SR BRI,

VCS Hardware, \/CSTE{2IEREBEZSAVCSIIEE, HEW
FY/3 FVCSIIEERNE &M —E O NGRS I wizAY, B8IFE
ARFHIEEIE. SUTENSER, BRES%. WEHzREEL
BRI, BRETIBESRARR. Wi-FifURFsssiiEi, BFaE
s, DEBERS%. EMTLBEHIEFISSER, SMD
R, HFESLESURNTIREIES, VCSEAREEAR
SE5VCSEHBENRENAY (fltn, XZR. ZEMH. ZBr4. #
HBFIH. ZRE. DRNSARENDREEENE) . REHM
&7 NPRMVCSTEMHRIEX, BB T VCSEMBIAMFRE,

2RI

NPRMIBINEEIE =435 (1) ZIEVCSEHNXS; (2)
ZIZRERENRS, (3) BXERELRS, EEENEETHRE
iFiLE, REMUVERKEELRANTSNPRM—BHES, It
4b, BISTERLHM PN T HIMYRGILLE— S RBFEBERETF
REMNIRFEERNBRS.

RAHINE IR 5 BRI :
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REARPTIRE, FR. HlEsAtae,

(Q)FEL"ZERHE"BKRSZE (Prohibited covered software
transactions)

()R IEMECEEFEREEINBER MO8 " SERE"H
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SHEBFITMEERNARIZIT., R, ShEsHa,
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REOMEOSEEE, HP"SBRG"BZXEEREE. &4,

2.5 791.302 Prohibited VCS hardware transactions.

(a) VCS hardware importers are prohibited from knowingly importing into the United
States VCS hardware that is designed, developed, manufactured, or supplied by persons
owned by, controlled by, or subject to the jurisdiction or direction of the PRC or Russia.
(b) In the context of this subpart, VCS hardware will not be considered to be designed,
jurisdiction or direction of the PRC or Russia, based solely on the country of citizenship of
one developed, manufactured, or supplied by persons owned by, controlled by, or
subject to the or more natural persons who are employed by, contracted by, or otherwise
similarly engaged in such actions through the entity designing, developing, manufactur-
ing, or supplying the hardware.

3.In the context of this subpart, VCS hardware will not be considered to be designed,
jurisdiction or direction of the PRC or Russia, based solely on the country of citizenship of
one developed, manufactured, or supplied by persons owned by, controlled by, or
subject to the or more natural persons who are employed by, contracted by, or otherwise
similarly engaged in such actions through the entity designing, developing, manufactur-
ing, or supplying the hardware.

4.Connected vehicle manufacturers are prohibited from knowingly importing into the
United States completed connected vehicles that incorporate covered software that is
designed, developed, manufactured, or supplied by persons owned by, controlled by, or
subject to the jurisdiction or direction of the PRC or Russia.
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5.Connected vehicle manufacturers are prohibited from knowingly selling within the
United States completed connected vehicles that incorporate covered software that is
designed, developed, manufactured, or supplied by persons owned by, controlled by, or
subject to the jurisdiction or direction of the PRC or Russia.

6.In the context of this subpart, covered software will not be considered to be designed,
developed, manufactured, or supplied by persons owned by, controlled by, or subject to
the jurisdiction or direction of the PRC or Russia, based solely on the country of citizen-
ship of one or more natural persons who are employed by, contracted by, or otherwise
similarly engaged in such actions through the entity designing, developing, manufactur-
ing, or supplying the software.

7.Connected vehicle manufacturers who are owned by, controlled by, or subject to the
jurisdiction or direction of the PRC or Russia, are prohibited from knowingly selling in the
United States completed connected vehicles that incorporate VCS hardware or covered
software, regardless of whether such VCS hardware or covered software is designed,
developed, manufactured, or supplied by persons owned by, controlled by, or subject to
the jurisdiction or direction of the PRC or Russia. These connected vehicle manufacturers
are also prohibited from offering commercial services in the United States that utilize
completed connected vehicles that incorporate ADS.
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China has experienced remarkable growth in
smart-driving vehicles in recent years, with digital maps
playing a critical role in enabling this technological
advancement. However, digital mapping activities in
China are strictly regulated. Activities ranging from map
data collection and digital map compilation to data stor-
age or processing all could be classified as "surveying
and mapping activities" and therefore require special-
ized licenses. Engagement in these activities without a
proper license can, in severe cases, constitute violations
of anti-espionage laws and result in criminal penalties.
Therefore, it's crucial for stakeholders in the automotive
industry, particularly foreign-invested enterprises, to thor-
oughly understand China's regulatory landscape con-
cerning digital mapping to effectively mitigate associat-
ed risks.

SECTION 001
Broad Scope of Surveying and Mapping Activities

The definition of "surveying and mapping activities” under
the Surveying and Mapping Law of the People’s Republic of China
("Surveying and Mapping Law") is broad and ambiguous.
According to the Surveying and Mapping Law, “surveying and
mapping” refers to “the activities of measuring, collecting, and
describing the shape, size, spatial position, and attributes of natural

geographic features or man-made surface facilities, as well as
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processing and providing the obtained data, information, and
results”.

The Ministry of Natural Resources ("MNR") provides
further guidance and clarification for the automobile indus-
try. According to the MNR,the activities of collecting, storing,
transmitting, and processing geographic information data—such as
spatial coordinates of vehicles and surrounding road infrastructure,
real-world imagery (including video and other environmental percep-
tion data), point clouds and their attribute information (including
road topology data)—during the operation, service, and testing of
intelligent connected vehicles constitute surveying and mapping
activities”. In other words, even merely storing or transmitting
the aforesaid"geographic information data” (hereinafter
referred to as"map data” for ease of discussion) without
actively collecting or processing map data may trigger the

regulatory requirements for surveying and mapping activities.

SECTION 002
Regulatory Requirements on Map-Related
Business

When companies develop digital maps for their smart-driv-
ing solutions, they are advised to consider the following regu-

latory requirements.

1.Notice on Strengthening the Security Management of Surveying and Mapping Geographic Information

Related to Intelligent Connected Vehicles
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a.Collection of Map Data and Compilation of Digital
Maps

In China, surveying and mapping businesses are classified
into 10 categories? under the Administration Measures on Survey-
ing and Mapping Qualifications. Each category is subject to spe-
cific surveying and mapping licensing requirements.

The collection of map data and the compilation of digital
maps for navigation purposes, such as base maps, advanced
driver-assistance system (ADAS) maps, high-definition (HD)
maps, and autonomous driving maps, fall into the category of
Compilation of Navigation Digital Maps (“CNDM") and require
a CNDM license.

According to the Special Administrative Measures (Negative
List) for the Access of Foreign Investment (2024) ("Negative List"),
foreign investors are forbidden from investing in CNDM busi-
ness. Hence, a foreign-invested enterprise (“FIE") is unable to
obtain a CNDM license, regardless of whether it is a joint ven-

ture ("JV") or a wholly foreign-owned enterprise (“WFOE").

b.Publication of Digital Maps

(1)Map Review before Publication

The Map Administration Regulations mandate all maps in China
must be reviewed and approved by the government. Each map

that passes the government's review will be assigned a map

2.Geodesy, aerial photography for surveying and mapping, photogrammetry and remote
sensing, GIS engineering, engineering surveying, boundary and real estate mapping,
ocean surveying and mapping, map preparation, compilation of navigation digital maps,
internet map service.
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approval number.

(2)Qualification for Publicati

In accordance with the Map Administration Regulations, only
qualified publishers in China are eligible to apply for map review.
Additionally, the Negative List forbids foreign investors from

investing in the map publication business.

c.Provision of Internet Map Service

()L ice ("IMS”

If a digital map is provided via the internet, the map service
provider may be required to obtain the IMS license, which is one
of the 10 categories of surveying and mapping business under
Chinese law.

IMS is further classified into three sub-categories: (i) geo-
graphic positioning, (ii) uploading and labeling of geographic
information, and (i) map database development. It is notewor-
thy that a company holding only an IMS license is not allowed to
collect map data and compile maps on its own for its IMS busi-
ness. Instead, it must use digital maps that have been approved
by the government (i.e., digital maps with proper map approval
numbers), which typically are compiled by companies holding
CNDM licenses.

While foreign investors are forbidden from investing in the
CNDM business, they are allowed to obtain IMS licenses and
independently run IMS business in China. However, this potential
is effectively neutralized in practice by restrictions on Internet
Content Provider (“ICP") licenses, as explained below.

(2)License for ICP
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Although IMS is completely open to foreign investors, it
remains quite challenging for foreign investors to engage in the
IMS business in China. As IMS is provided online, it falls under the
category of internet content provision services and thus requires
an ICP license. With the exception of certain designated areas
with trial open-up policies, foreign investors' shares in a com-
pany engaging in the ICP business is subject to limitations, cap-
ping at 50%. As a result, in practice, to run the IMS business in

China, foreign investors need to form a JV with a Chinese com-

pany.

d.Storage and Outbound Transfer of Map Data

Map data must be stored in China. The outbound transfer
of map data is subject to MNR's approval. In addition, it is highly
probable that map data falls into the scope of important data,
and consequently outbound transfer of map data is also sub-

ject to the security assessment administered by the Cyberspace

Administration of China.
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SECTION 003
National Security and Anti-Espionage Risks Arising
from Collaboration with Surveying and Mapping
Companies

Smart driving solutions require map data for algorithm
training and improvements. As mentioned before, processing
map data may constitute surveying and mapping activities. In
practice, smart-driving companies typically need to cooperate
with companies holding CNDM licenses for their research and
development efforts. Foreign companies should exercise cau-
tion when cooperating with Chinese surveying and mapping
service providers, as such cooperation may raise national
security concerns among Chinese competent authorities and,
consequently, expose foreign companies to anti-espionage

risks.

a.No Access to State Secrets for Foreign Entities
Surveying and mapping results may contain state secrets,
which are detailed in the Catalogue of State Secrets for the Admin-
istration of Surveying and Mapping Geographic Information. In
accordance with the Regulations on the Administration of Survey-
ing and Mapping Results and the Measures for the Administration of
Providing Confidential Surveying and Mapping Results to Foreign
Parties, access to any surveying and mapping results that
contain state secrets by foreign entities is prohibited without
approval from the MNR or its provincial divisions. Such restric-

tions not only apply to foreign companies but also extend to
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FIEs, including Sino-foreign JVs.

b.Enforcement Highlights

In October 2024, the Ministry of State Security ("MSS")
published a case on its WeChat public account highlighting
national security and anti-espionage risks related to surveying
and mapping activities arising from collaboration with foreign
companies.

According to MSS's article, the foreign company A, collab-
orated with B, a Chinese surveying and mapping company, under
the guise of autonomous driving research to illegally collect
map data within China. This collaboration was intended to
circumvent regulations prohibiting foreign entities from directly
conducting surveying and mapping in China. The data collected
was later identified as containing state secrets, posing threats
to national security. B, despite having the necessary surveying
and mapping qualifications, failed to adhere to data security
regulations, allowing sensitive information to be controlled and
transferred by the foreign entity. As a result, Chinese national
security agencies and relevant departments jointly investigated
the matter, and both the companies and responsible individu-
als implicated in the case faced legal consequences for their
actions.

Navigating the regulatory landscape of China's digital
mapping sector presents significant complexities and stringent
requirements, especially for foreign investors seeking opportu-
nities within the booming smart-driving industry. Neverthe-

less, understanding and strategically approaching these legal
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frameworks can unlock substantial market potential. Foreign
enterprises, by cultivating well-structured partnerships with
licensed Chinese surveying and mapping companies and pro-
actively addressing compliance obligations, can not only miti-
gate risks but also confidently capitalize on China's technologi-

cal advancements in autonomous driving and digital mapping.
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